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LasAEInSaNUIMITEUUBUMeTimRImanluUsEva 400 Mbps sinsUsuing
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$1uau 12393 nefoeinanuuuy active g wavasdesdeuseliuinismneinglivimsduinedidad
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1.2.2.2 Yamgunsaitlostunsyninuaslanfinianiedis (Firewall) $7uau 2 4a
Towassoniulumunadnuusianzvesgunsailiastunisyninuarlaninaededns viail 1 wie
AN

1.2.2.3 §amgunsal DNS Security $1uau 2 4n Insazdoudulunmaudnyae
\awzresgUnTal DNS Security wilafi 1 wiefnin

wea 1

1.2.2.4 Yamgunsaldaiudeyanisasnas ( Traffic Log ) munsysuuayejiin
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wIBANI
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ﬂv'affqﬂnsﬁﬂssaﬁﬂﬁmmﬂmmﬁml§aﬂa sdeadulumunudnuazianizresgunsalnssanedyyi
wiinldans viladl 1 wiednin wargunsaldmiveuauaUnsalnsvaredyganiialiane sgdeuiuly
mundnvziazvetgUnsaldmiumuangunsainszedyaaniinliang wliofl 1 vieAniy
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(Switch) $1uau 4 ga agazdeadulunuandnvuzianzesgunsainssaedynio wiindl 2 %30
Firvin Binda au 1A 1 4 1 ,07A13 2 4u 1, 99An3 3 G 2 (gudensaumaT) uavenans 4 fu 2
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aodyyrandenlomugeiinsunisunasesiiun Ands a 9115 1 $u 2 (@u.an,nen) ues 3,
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srwazdvaiulunuaudnvusianivvesguniainsanedygu yiad 7 v3eAnin lngdedl
mednandenlosmuafinsunsunasesiiuun finde o 9IRS 1 2 (ma) Fu 3 @un) 913
4 $u 3 (@uan. dunsEn)

1.2.2.12 damg Rack dmiuldgunsallude 1.2.2.8 ,1.229 uag 1.2.2.10 ¢
THu3n3avaeadanig Rack andadisnislugaiilifinnsfindeeg iy Tnoazdondulununudnvus

\awnzveg Rack vilad 1 Wust1aiey

1.23 2vasdearsdeyaninudagessniteniteeu viiednimisugunsal
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doanslaitiosnin 10 Mbps $1uau 1 2993 lananTRvesquduinisulindeyassioslinmuauifin
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i 200 Mbps $1uu 1 1eestiieliunsasieansdses Tasnesdeansvdnuazisesieansdizesasiiog
TusnslanuAs v satedyy1wUU optic cable LLazaasé’m%’mmqﬂnsaﬁuax%’mmimﬂ%aum
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¥indt 3 vdedni1 Whitsawefuasasdeansiliuin

1.2.4.3 Yamgunsainsyaredyniuviaiialy (Wireless LAN) Larfndeans
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¥ilafl 2 vIeAndn
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1.2.0.4 Savngunsainszanedyyias (Switch) $1uau 1 ga assisadulua

AudnvTRNIzYRIgUNIainTE e dy g wiiod 1 vioAnI

1.2.4.5 fangunsainszanedyaias (Switch) $9uau 6 ¥a azdenduluni
AudNwTaNIYYBtgUNIRinTy dY Y wiindl 2 Wiefniy

1.2.4.6 ¥angunseainszanedgygin (L2 switch) S1uruliidosndn 6 4a
srwazdealuluniunudnvasianisvesgunininszganedygyiu wiindl 7 u3efinin Inedesd

anwdgyaantenleanuyeinsunsunATeIiug

1.25 29asdeastayandniageszninmisesiu wisindmieugunsal dwiy
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2asdeansteyammiigessnitemienu wiefind1 wieugunsalfumidun
sswinguddearsvesdliuinisivinedonisunases (Aas 6) Tnefianudvensasdeanshides
71 50 Mbps 3113w 1 2495 leggunsaifumidunisasdedaudnuusianizvesgunsaldunidung
wiladi 4 vieind1 uasasdesiuiumsideuselasnedeansneluiiuiiinedonisunasesdal]

1251 fndavnasdedyiauuy Optical fiber wiia Single Mode 1wy 9
0 odoslosszninermimuaneluiiui dnerdensuneses (aass 6) nsdndaduluaa
FUaULBEANTUAANUIN 1

1.2.5.2 Samgunsainsyanedeysyns (Switch) wioudndsany LAN drundlition
n31 34 39 Lazdindeszuu LAN TUSa gunseinsyaredgynrauuuliany (wireless lan) Litoandn
J1U7U 30 A nsiadaduluausieandeanunianuint lnsgunsalnszaedaygrawuulians
ﬂzéfaaﬁ@mé'ﬂwmsLawwuENQ‘LJnsaﬁnszmaé'zyapmuwl%mwﬁﬂﬁ 2 ¥38ANIN

1.2.5.3 davngunsainszanediygas (Switch) $1uau 1 9a wazdeamdulua
AUAN RN IYYBgUNIRINTE B FY Y wfindl 1 uFefnin

1.2.5.4 davngunsainszanedyana (Switch) $1uau 6 ga Teazidoaidulua
AMANYTIANITYDIgUNIRINTE YN %iindl 3 Wiefniy

1.2.5.5 davngunsninssanedyains (Switch) $1uau 3 ga swasBeadulnu

AudnwzlawzegUnsainsrnedy I viledl 4 vedndn
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1.2.5.6 davg Rack dwiuldgunsaideans gliuinisazsesdnmg Rack fnsis
Wandulugeiilsifinisindeegiin nsazeadulumunadnvuzianizresd Rack vlind 1 Wued

t %4
Uy

1.2.6 2easaaasfayandnuiageseniteniananu uiafnimisugunsal d1in

81uEMIETNYIRULAY (WialeSu)

asdeasteyarnudigessnianieanu viedindn wisugunsaifumidunie
sewigudiemsveslivimsiu dhsnnemsenaninwifuau (alesu) lnefimuiivenas
deanslaitioundn 20 Mbps $1au 1 2993 lesgunsalfumdumszsesfiaadnuuzanzyesgunsed
Sumdumededt 5 wieRind1 uavezdesiduniadeuselassisdearsmeluiiuiidwingaems
onansnunAuuau (naledw) foil

1.2.6.1 Samgunsainszatedygias (Switch) $1uau 1 gn MeazBealuluau
AudnwuzianzvesgUnIninTr ey finfl 5 videRni1

1.2.6.2 Yangunsalnsyaredyruvialiane (wireless lan) LasinIsAnea
aeluoras $1nu 8 ga swandualulunugudnvazanzresgunsninssnedygurdaliane
wilodl 2 vi3eRnin

1.2.6.3 favg Rack dmiuldgunsalfieans flusnanssiosiamg Rack Ainsta
dandslugadilifinisfindeegii Tnsazdoadulumunainuavianizvead Rack iindl 1 1Py
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Mbps 973U 1 1935 IﬂaqﬂnszﬁﬁumLﬁumw:é]’aaﬁQmé’nwmxmwwmaaqﬂﬂstﬁﬁumLé’umwﬁmﬁ 5
Wioini1 uazardesimmmadeuselastinedeansnsluiuinesnsdeans (aatum) dadl

1.2.7.1 gunsainszanedaanal (Switch) $1uu 1 9o s1vazideaiuluni
Audnwuzian1zTeIgunsainTranedyy wfindi 5 wdefniy

1.2.7.2 Yangunsainszaredyguviinliany (wireless lan) wazyinIsfnn
neluenns $1uau 2 e seandeadulumunadnvusanzresgunaninssnedyyasialiane
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1.2.7.3 §omg Rack dwmiuldgunsaldeans flusnsazsesiaumng Rack findka
dandalugaitliifinisfiodeagiin Tnsasdoudulunmugainuusianzvesy Rack viiai 1 Huetrs
ey
1.2.8 239sdearsdayaninuidageszuitemizresnu vieindm¥eugunsal drdn
vimsnveilisy (Aaae 9)
2asdeasdeyanusigesninanhenu wisiindt wiewgunsaldumidums
gwinguddoasvoaliudnisiudrinuimsnismudeu (ras 9) Tnefinnuiilunsieanshives
71 20 Mbps 3117w 1 2993 laggunsalfunidunisizdedinudnuazianzvegunialfunidung
wiladl 5 wioRnd1 uarardesimmmaidouselasstiefoasmeluiuiidrinuivisnmadeu (raed
9) il
1.2.8.1 gunsainszatedeyeias (Switch) §1uau 1 ga s1eazidoaduluniy
audnuslawizvesgunsainssedyana viadl 5 viednin
1.2.8.2 §anngunsalnszanedyqraiinliane (wireless lan) LarvinnsRnm
nmelueims $wu 2 ya swezideadulununudnvausianzresguniainseedoygrniialiae
il 2 videRnin
1.2.8.3 §ug Rack dmiuldgunsaldeans fludmsazdesinmng Rack Fingha
dadnlugaitliinisfinseegiin Tnsasdoudulumunndnsusianizvesy Rack viiai 1 Wuetis
ey
1.29 gl¥idmsssdesndunmsliuinsniduneiulausaavasdng lnodl vue
Anuslitieundn 50Mbps/20 Mbps (Download/Upload) 111 5 2995 Wiaugunsaluazuinis
WIFI findks i nsunsUnAses (Aaesvasn) $1UAU 4 2995 uae Audansaume 1 9 12993
1.2.10 §lFAmeesiemsazfesdamsruuigalavidmiuisesieasdaunans

Tawszuuvihnsigaildnsezsiesannsavihnisigaddnsuasiiv Log au wau 1

13 syuursesdemsdiugiinna el
1.3.1 flddnsesfasdufiumsliuinisuasiindeszuudenslugiine 76 Swmin o
manansdania @inisunasasdmianndswia) 2asdoarsdeyamunigesewinmbisnu vie
fnimfeugunsalsywinsguddearsvasiliiuinisfiu mainarsdiwde (@iinisunasesimiann
Fwdn) fawnsefinseseningdiinnisunasesdminludansunisunase(gudarsauna) lned

Aas299sdeanslitiosndn 8 Mbps 1 1935 warUIMTNaTdumesidnUsvinnesing Yu1anmsn

TAMUALATYOULATBIU (Terms of Reference ZTOR)IﬂS\?ﬂ’]iL‘U"]'Nil'il-,ﬂ%i]‘lj’]Uﬁ@ﬁ’]iﬁﬁﬁumﬂLﬁE]ﬂ’]SU%W’li\ﬂuUﬂﬂiaﬂ

wiouszuuShwiaulasasiedeyamsaumanans nsunisunases Ussdl we. 2561
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liitieunin 30 Mbps/10 Mbps (Download/Upload) 1 143361849139 Laavia 2 3995 98ABIRAAAY
Tassnededyyrassinavedalowiiniues (Fiber optic) wiengunsalrumiduniaiion lnsgunsal
Aundunisazfesdlnudnvauzianivvesgunsalfunidunisiia? 5 viefinin gliuinisazdes
suflunisliuimsuazinne a Mvhnisunasesdminsvasidenniu atanwin 2 lngdesdnninis
\FeuselassnedoansuavgUnsalngluiuiimainandmia (vinnsunasesdaniayndanin) deil
1.3.1.1 gluinsazsesiindagunsninssaredygin (Switch) $1uau 76 4
a [ a L4 o a A A !
wavidualulunuaudnuusiansveigunsainssaedyyu siah 6 W3RN

1.3.1.2 §iu3nisesdesdincqunsainszanedygudearsviialiany (Wireless

]
Pl

suiiaudnszuuIASoYI8a99sFearsdugiintanelu Thanusaldauls lagliiu

¥

Lan)

s €

anedyaalludegunsal

v

Wireless Lan $1uaubitiosnda 3 9a Anda o viesnguauunased 1 9 Wes

v

nuuMsiuasiad 1 90 uaseanguauanuiuag 1 90 vigunsainszanedygudearsviinlf

v 9

R

ae (Wireless Lan) azdoafulumunudnvasianizvesgunsninszanedyyiadeaseiialiany vila

] < '
9 2 B3NN

1.3.1.3 fliuinissasdumesiinazdosfinnegunsalvinn1siigandns duiu 76

Y q

o,

o

0 lnwgunsalfigaiiansavdedinadnuvazianizvesgunsaldunidunisiia 6 wiedni lasdeq

ansnvnsigtiAvSuaiu Log mu ws.u lnedesaunsasu-dedeyaudigunsaigunsaidaiiv

RY)

foyatoyavuniotis (Log Server) 4ilndl 1 uargunsaiszuuuimsdinnsgrudeyadlduing (LDAP)

Y

8/
e

wliad 1 Nidees s gudansaune Jalven 1o

1.3.2 éﬂﬁ’u‘%miazﬁaaﬁnﬁun'\ﬂﬁ’v‘%n'ﬁuazﬁﬂé’esz‘uuﬁami‘lu's’i'mnuﬁmﬂ TR
SN0 878 SN o fd1n1581Ln8 (iviinsunasesdneynsine) wazqudsiurenisuinig
FmTamsuaunald (ezan) Inefiusnissasieanstoyanudagessninmmienu viefinda 7
asofnseszninedivhnisunasessunsludansunisunasesudarsaune) feananiilunis
deansliitioundn 2 Mbps viiefnimieugunsal 1 2assedne uariiuinsdumedidnuszsnmesdns
uraauiqlitiaend 30Mbps/10 Mbps (Download/Upload) 1 39336881108 Tooste 2 2993
sedeiRnsdasededyanasuianeiialouiniuas (Fiver optic) LLazmmm‘v‘hmsﬁqaﬁﬁwéuaz

wa | Y a

8 v . o o @ o « o
LﬂU‘U@ﬂJjaﬂ'ﬁﬁ]srﬁli ( Traffic Log ) G\'\NW?S?W‘?}U@N@’J'\C’YJHW’JWNN@LﬂEJ']ﬂ‘Uﬂ@NW'JW\@i W.A. 2550 19‘\

<

wiougunsaifunidumsdmiuisesdearsauginia lnsgunsaldunidunazdedinudnune

= 1

wwndulunuseagideavesgunsalfunidunicededl 6 wiedinin uaggliuinisavdesanidunis

s o

Tusnisuashinfe o Miin1sUnAsessILne 878 g1N9 LLﬁZQ‘UEJE]'m’JEJﬂ'l'iU%W’]'i’*ﬁv\‘iﬁ’uJIﬂ‘U’]EJLL@Uﬂ’]ﬂIéf

(82a1) SIWALDUARIUNIANUIN 2 ﬁaﬁ;ﬁﬁu‘%msﬁaﬁmmmsL%amiaimaﬁzhaﬁaa'ﬁn'\du M1l

AV UALATTBULLATEN (Terms of Reference :TORIASINISIYNINISIATEIEERA SANSEUMARNENISUTMITITUUNATDS

wiouszuuinwimnuUsesdteyaasaunanany nsun1sunases Uszdd we. 2561

A e o a0



-11 -

1.3.2.1 gUnsainszanedyayas (Switch) $auau 879 e seasidsaiduluniy
Y ¢ @ a =

ArudnwzlawIzesUnsainsEaneduyg i viiadl 6 wiennin

1.3.2.2 fliuinsesiedyyradindnazfesfndigunsainssanedyyin
Foansuiinly ane (Wireless Lan) wiouviadeusiessuuiasatngnasieansauginanmeluliannsa
Tanildl IngliAuanedaaaludgunsal Wireless Lan mufinsunisunases seid1vesiiufinivun
wisarliitfesnin 2 9o lnsldygranseunquituiivesiiinisunasesdine/guisuisn1suinig
Swamesuauniald (szan) lanigdruveansunisunases allgunsalnszanedygyrudearsviiall
e (Wireless Lan) szdpadulunmunadnvausianzvesgunsalnsyanedygrndeasviialiane aln
< C-
71 2 3N

1.3.2.3 fliusmsinsdedyanazdesdaliliszuuinsfigaidns lavdos
anansoviinisigetavsuasiu Log ay w.s.u I Inesiosannsoiu-dedeyaundgunsaigunsal

124

Jnifuteyateyanianievis (Log Server) ¥ilnd 1 uargunsalszuuuimsdamsyrudeyadliuinis

'
=i

(LDAP) %iia@l 1 fifimsia i audansauna Jalve la
2. fefwuaduauauiRienwizvasgunsalfeansnliuinns

2.1 gunsalllasiunisyninuaslauinaniatie (Firewall) ilad 1

2.1.1 Wugunsal Appliance wuu Stateful Inspection Fflmievszananaduuuy
ASIC Felagunnseonuuunniteiantiiisnwanulasnfoveuasiedis
Tnslanne

2.1.2 5l Network Interface wuu Gigabit (R)-45) 9819108 8 ports kagluy Gigabit
(SFP) atinstios 8 ports wiasnausluga 1Gigabit wuu SFP (SX) 311w 2 Tuga an
wioufugunsaifiiane

2.1.3 § Management Ports dwiuuinsianislasianiy ageiley 2 ports

2.1.4 i Firewall Throughput (1518/512/64 byte UDP) 1laisiangn 16/16/16 Gbps
AUEIRY

2.1.5 3 Firewall Latency (64 byte UDP) lalsigenin 3 us

2.1.6 il IPS Throughput 1#lsisinga 4.7 Gbps

2.1.7 § Antivirus Throughput (Proxy Based/Flow Based) T3i@in41 1.7/3.4 Gbps
AUAIGU

2.1.8 i1 IPSec VPN Throughput (512 byte) lélsisinnin 14 Gbps

Tarmunuasvaulnvawu (Terms of Reference :TOR)IﬂiQﬂ'ﬁL‘UI’I'N‘\]iLﬂ%a‘ﬂl’lUﬁi]ﬁ’ﬁﬂ'liﬂumﬂLﬁaﬂ’\i‘ugﬁﬁid’mﬂﬂﬂiad

wionszuuinwauUseadudeyaaisaunanats nsun1sunases Usedd wa. 2561
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2.1.9 sesdumsifienlesiie SSL VPN wiens fuldlaifesnin 500 users

2.1.105895un 1513 euraniauqiu (concurrent Sessions) @lsitiaanin 6,000,000
msidouse

2.1.115895un15t8ounelug (New Sessions / Second) légaaarnudalaisiania
250,000 nstiousie (sessions) Ao

2.1.12aw150n533ukasteaduliSansuiinnesiuluslnnea FTP, HTTP, IMAP,
IMAPS, POP3, POP3S, SMTP uay SMTPS

2.1.13aw150t089iun15118e Web site laafnuaaiuussian Categories wa
fomum URL Filter fisfoannslél

2.1.14@11150052980UK 141U (User Authentication) Wuu Local, RADIUS, LDAP
w8z Windows Active Directory léiflustinatios wazdeadeusrotugiudoya
gﬁ)‘l%’mw?'iﬂiumiﬂﬂmmﬁaq"lﬁ

2.1.15@w13amuANn1slEe1u Application Aeq lalsitfesnin 3,000 Applications
191 Facebook, Line, BitTorrent 1Uusiu

2.1.16 @30 MuA Firewall Policy funnsnsfumuvinvesgunsaildauls wu
Window, iPhone, Android Wy

2.1.17 ansavheudneaey Virtual Domains leegnetias 10 VDOM

2.1.18 au15avi1autdu Wireless Controller 19 waganusaldanusiuiv Access
Point Mdundnsusiienfufugunsaiinwieuuasafefiaueldedeies
256 1 wagsesiunsvenglegean 512 ¢

2.1.19a1:1301daulu Two-Factor Authentication fiegUnsaiuuy Token e
pE19URY 1,000 /7

2.1.205995U Redundant AC Power Supply a1eusnsgunsal

2.1.21 anansaudmsiansgunsaliuanmsgiu HTTPS uay Console 1diusg ey

2.1.22 @150 iusieazideanarasiaa@aunisidanu (Logging/Monitoring) lauuu
Realtime

2.1.23gUn3al@1u130 Update Signature H1uia3e91e Internet ldiloalaednludd
ARENSTELANBIE Y NYTUTNS

2.1.24 gUnsalleisun133UTeMmINTZINAIN ICSA AU Firewall, IPsec-VPN, SSL-VPN,

IPS way Antivirus

ForTuARaZYBULLRTDNIU (Terms of Reference TORIASINSLANINISATOU UEBANTASEUNARDAITUTIITNIUUNATDY

wiauszuuinwianulasasodeyaansaumanans nsunsunases Used1l wa. 2561
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2.1.25 gunsalinuanunsalunis Upgrade firmware lalagliiidaenldinglagnaen

syezavesdyyuiliuinig

2.2 gunsaidafiudayatoyananiatie (Log Server) wilail 1

2.2.1 a1m1sadaniu Log File Tuguuuu Syslog vesgunsal wu Router, Switch,
Firewall, VPN, Server Wudu e

2.2.2 annsadaiiiv Log File lagnsias asamuwszsdygfitdienisnsgyiiiia
\Reafuasufames w.e. 2550 lngldFusesmsgunsdafivuassnwany
Uaenfuuad log file Mlsunsgu 19y uinsgiuvesauddidnnseinduas
ARLAAADITUIYR (WP, 4003.1-2552) 1Tudiu

2.2.3 @unsadniu Log File l@liitiesnda 120 Su

2.2.4 frwusiaan (NTP: Network Time Protocol) TifugunsaliielaliiAnaniu
AamLARRUfUNANINATEIY

2.2.5 fimihgUszanananala(CPUMUU 8 WNUnanu3snnii fnnasidyaiaunin
litfesndn 2.0 GHZ Fruuliddesnin 1 vl

2.2.6 Ivulaudlitaunin 16GB (1x8GB, 1Rx4, 1.35V) PC3L-12800 CL11 ECC
DDR3 1600MHz |.LP RDIMM

227 ﬁﬁuﬁ%’mﬁuﬁayja (Storage) fiiiwanesion1svhauussaliiosndt 1 TB 2.5
in SFF G2HS 10K SAS HDD

2.2.8 @131303U5UTEUUN1SYINaIULUY Virtual Machine 191

2.2.9 1l Power supply Juwuu Redundant Hot Swap Power Supplies

2.3 gunsaliiasevidayadayaniaaiatie (Log Analyzer) wiindi 1

2.3.1 L{‘JuqﬂniﬂiﬁQna%’w%ul,ﬁa‘lﬂumsLﬁ‘u Log LuU Real-Time warvi analyzing
Wwag report 1

2.3.2 @150VINISAUTIUTIN warlATIeiveya (aggregate and analyzes log)
gndwnangunsaivansy 1edld

2.3.3 WHugunsaiiildluniafiu Log angunsal Firewall léwdeuqfuls idusrunulal
frndn 175 e

2.3.4 3 Interface WUy 10/100/1000 atsvies 4 Port

2.3.5 fimuques hard disk Livlesnda 2x2 T8 fieun1s¥in RAID

Joiunwas1auwnvawU (Terms of Reference :TOR)TASIN1SIY193sIAS a0 dEBESANSAWUMANEN1SUSWISTIUUNATES

wiouszuuinwimulasaiedeyaasaunanand nsunsunases Usednl wa. 2561



-14 -

2.3.6 @111303U Peak log Rate laptnetioy 625 Log Rate

2.3.7 fHszvuionsiaiu JSON APl uae XML API iitea$ne Report 14

2.3.8 awnsnifiu Log lemateguuuu dun Traffic Log, Event Log, Virus Log, Attack
Log, Content Filtering uaz Email Filtering IaHusereties

2.3.9 @11150%1 Vulnerability ScannerLﬁaQ‘dmIWimm Server 7355 UUYD
windows uag unix g

2.3.10@1150%1 Content Archiving l#a1n Protocol HTTP, FTP , EMAIL ¢

2.3.11a1135091 Report leaginaties 300 Reports

2.3.12a130%11 log Agarecation Wiaasluss Centralized I&

2.3.13aan5a1e0uluguiuy html, pdf wez rtf 1gf

2.3.14@7130 quarantine TWddeyaitAnlias Fsdunangunsaifieglunisguaves
gunsaidille

2.3.15195un133uUs09MI§U FCC Class A, CE way UL Wuetinatios

2.4 gunsalszuvuimsdanisgruteyadlduinis (LDAP) wliafl 1
ALaueIIMzResliuIn1sgunsaliniotrsufianesisitiewieusruuuinsinnis

v k4

grudeyalduins (LDAP) §1uau 1 szuu lnefigdosausavhausuiugunsaiteafiunisyngnnig

Y oy

v
u L3

\3eteTinnge o Audansaunaislygn) laeged

2.4.1 szuuvimsdamsgiudeyaylduinig (LDAP)

2.4.2 fnidagUssurananans (CPU) wuu 8 unundn v3edninviln Intel Xeon il
Aanusdaandnilitesnin 2.0 GHZ Swnuliitesnin 1 wie

2.4.3 fmheaudnliteunii 8GB ¥la ECC DDR3 1600MHz LP RDIMM

2.4.4 3 DVD-ROM #50fina1 317U 1 e

24.5 ﬁﬁuﬁ%’mﬁu%;&a (Storage) T finanasianisvitauussanlaitesnia 300 GB
2.5in SFF G2HS 10K 6Gbps SAS HDD

2.4.6 Tmhedgliuuuynnunaunuiuldu?d 550 W

2.4.7 Pensweviiurissuuujiinmmieuldnuniifednignaesnungrung

2.5 gunsaldwmiumiuaugunsalnszaedygyavialianes vied 1
2.5.1 gunsnifealiu Appliance fisonuwuvundmiuldaruaquaunsal Wireless

Access Point laglaw1y

JafuALazIBULIRYBTU (Terms of Reference TORIATINSM1ITATBTEDANSESEUMALDNSUSIISIIUUNATEN

wisussuuinwinnulasasistayaansaunenans nsunisunases Usedrl we. 2561
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2.5.2 @unsafadalu Rack vuam 19 ol

2.5.3 I Port dmiudessieiriatieuuu 10/100/1000 sgatios 2 wesin

2.5.4 i console port Uy RJA5 unuliitesni 1 wesn

2.5.5 3845UN15%1 Authentication lasi1un1g Active Directory, RADIUS, LDAP &
Juedreties

2.5.6 @11150AIUAN Access Point Inlitasnitdnuiuvegunsainssatedygyiu
siinlSaefigeinisldauy warTesfun1smIvAY client laliivesndn 1,024
1301 Inglvilaue License dmiumunuldliitanndt 50 in3aauavanuisne
dandnlelitionndn 500 dadlusuanlaglsidonyisuntasgunsalif

2.5.7 annsoaegrudeyadlduaniulunbeninudivesgunsallsediados 10,000
51690

2.5.8 @nnsodninuTunuvesteya (Rate Limiting) velale

2.5.9 ansavinulaniuninsgiu IEEE 802.1Q , Dynamic VLAN

2.5.10fisvuuinwmudasnadeaiuunsgiu Wired Equivalent Privacy (WEP), Wi-
Fi Protected Access (WPA) ey Wi-Fi Protected Access 2 (WPA2)

2.5.11anusaisiadeyalaniusnnsgiu TKIP uay AES 16

2.5.12a50vMInsI9de UL ldunNIn s IEEES02.1x ¢

2.5.13@73190LUABU Channel 989 Access point lémuanInuanday (Dynamic
Channel Management)

2.5.1483n50n559105159 U Access Point floglansauldlagdnlusi@ (Load
Balancing)

2.5.15811150911115052949U waztesiu Access Point wlanuasuls (Rogue AP
Detection)

2.5.16 @unsafimuna Network Policy aunguves User nienuuseinvvasgunsal
o

2.5.17@13150¥n13 Blacklist #58 Block User 7iviinns Attack ww3evelsans (DoS
Attack)

2.5.18 @w5avimtin WEB authentication WUV Internal Wag External captive portal 161

2.5.19@13150%1N1599n Guest account SugIRnselAlAgfasAIN1TALUENS
N1 USMI39ANIS Guest account 8811210 Admin LAa1u150UIRISTANIS

N1 Web Interface , CLI SNMP vl |, v2 uag v3

Y

T MUALAZVBULATBNIU (Terms of Reference :TORATINISIT9ASIASDT8FRAITANSAUMARBNTUIMISIUUNAT DY

wiauszuuinwianulaesioteyaasaumanaiy nsun1sunases Used il wa. 2561
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2.5.20 WugunsaifiegneliinTomunensmaediesiuiugunsalnszaedygu

yilaliane (wireless Lan) Miauaiitouszdnsamnisyhaugean

2.6 gunsaidmiuauanaunsainsranedygaednliane vied 2

2.6.1 gunsaifienfu Appliance flosnuuuundwmivldniuaugunsal Wireless
Access Point lngianiz

2.6.2 finesn Combo WUY Gigabit Ethernet port (GBIC or SFP ) agetias 6 wasn

2.6.3 fiwa3n Combo WUU Auto-negotiating 10/100/1000BASE-T 8g1atine 8 wase

2.6.4 3 wasn out of band management a&atiay 1 Wasn uazwasn USB2.0 9814
Uae 1 woin

2.6.5 an3nAIUAY Access Point Iilaitfeandn 14 1a3ea uazsesiunismIuau
client 1@lsitiosndn 2,048 ideq

2.6.6 aunsavhaldnuannsgiu IEEE 802.11a, 802.11b, IEEE 802.11¢ way IEEE
802.11n

2.6.7 a1wsovinaulanuuinsgiu IEEE 802.1Q VLAN tagging uay IE4EE 802.1ad
wazseI3un1sYin VLAN leieghstloy 4,094VLANSs

2.6.8 @wsanmun bandwidth contract laeivuprgegadmsugldusaseuls

269 ‘ﬁ3B‘U‘U%’ﬂmm’mﬂaaﬂﬁamummgm Wired Equivalent Privacy (WEP), Wi-
Fi Protected Access (WPA) wag Wi-Fi Protected Access 2 (WPA2)

2.6.10@73150YMINTI9AR UL LT NUNINLINT§IU IEEESO2. 1x 16t

2.6.11@13130LUABY Channel 789 Access point lémuaniwuIndas (Dynamic
Channel Assignment)

2.6.12flszuunmadumsmuvesdyqnuasamsauTuUWATULY (nterference
Detection & Avoidance)

2.6.138 150037139 9e R Lifidyyrauasuilyldlas Snlul@ (Coverage hole
detection & correction)

2.6.14@1m150n58 918418 ulUTs Access Point iaglassouldlnesnluda
(Spectrum Load Balancing)

2.6.158731150%11113 Roaming wiludnway Layer 2 way Layer 3 1§

2.6.1681115091111905793U wazUaafu Access Point wuanUasauld (Rogue

Detection and Containment)

v_ o ' o4 a o a
VAN TVUALATVDULINVBNU (Terms of Reference :TOR)IF’WQﬂ’ﬁL‘U'\’N"\]iLﬂiE]’U']Uﬂaﬁ’ﬁﬁ?iaut‘ﬂﬂLWEJﬂ’]SUSM']SQ’]UUﬂﬂi@Q
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2.6.175945U5UU Wireless Intrusion Detection Litens19aeunasosiunislond
vuaseeliany

2.6.18gunsalvgAesiinmausnlunisgnisldau Application uu WLAN 16 1y
Salesforce.com, Box, Facebook, Twitter toiluaenstios

2.6.19@1UaLUN15Y191ULUY Video Stream m1uN1n5§1U IEEEB02.11e vinlwiiiiw
Uszédndnw dmiu video applications

2.6.20831130 detect OS vosgUnsaiiinnldiuiaiodglianels Tudugunsel
Usuianle 19U Apple iPad, iPhone, iPod, Android, BlackBerry OS

2.6.21@131150%1n15 Blacklist w38 Block User fvinnns Attack in3etnelians (Dos
Attack)

2.6.22 gunsnlagsivaiiauanunsolunisyin VPN ilesesiunislden Access Point
21na191 Tnefiaziessesiu Concurrent IPSec session lélaitasnin 2,048
sessions dlsiaunsavinld Tiiuausgunsal VPN idrundaslnedesesiy
Concurrent IPSec session lalutsunia 2,048 sessions

2.6.23@13011M1598N Guest account dmiufudnseldlnefosausauydns
M3 UIM3IANIT Guest account 89nu191n Admin 16t

2.6.24 gunsnlsiessesiunnianti Stateful Firewall ieldlunisimusdndnnsidau
(Policy) wawdl Firewall throughput (Wired Throughput) T3isnan 8 Gbps

2.6.25 gunsalagseadiniuaunsalun1snsi9eey Interfere 1190 Wi-Fi Network
wae Non Wi-Fi source L9%u 2.4 GHz cordless phone, Microwave Oven,
Analog Video Camera

2.6.269Un5019A0a1U1500 39930 wazllesiu Hotspotter attack, Mac address
spoofing, AP impersonations, Man-in-the-middle attack &

2.6.27 gansevinns Authenticate Jl9MuH4M Radius, TACACS wae Web-based ‘Idf

2.6.28 guUnsalfipsiunnnIguauUaends FCC, EN uaz UL uegrsiiey

v

2.6.29\Jugunsnifiegneldinemunenisfanedeasufugunsainszanedoyyin

L Ag V]

vilal¥any (wireless access point) fiiduaiioUsydndnimnshaugege

2.7 gunsalfuniduniseiiaf 1
2.7.1 gunsalilfuuuy Modular el Slot dmiulddumesina (nterface) lsitiou

A7 4 Slot

ﬁaﬁwumawavmmamu (Terms of Reference :TOR)IﬂSGﬂWSL'd’YJQQiLﬂ%@ﬂj’lUﬁaﬁ'ﬁﬂ'lia‘LIWlﬂLﬁaﬂ’ﬁugﬂ’ﬁs}’l‘u"dﬂﬂiad
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2.7.2 finasAr1ud1wuy Compact Flash Liiteenin 256MB wagsassunisvene
geaansnlu 4GB wiegandn ldlusuien

2.7.3 iwein Gigabit Ethernet WUy 10/100/1000 surulsitiosnin 2 wese uay &
WasnLUU Combo fisesiumsldauuuy SFP wie 10/100/1000 shunulsives
N1 2 weosn

2.7.4 @130 PV IPv6, Static, OSPF, BGP, IS-IS way PBR Iallustdstiae

2.7.5 awn3avi IP Multicast Taun IGMPv3, PIM SM waz PIM SSM ifiueensties

2.7.6 9895V Encapsulation Protocol ¢

2.7.7 $893UN19%1 Quality of Service (QoS)

2.7.8 893U Net Flow %39 J-Flow %30 IPFIX 38 S-Flow Iowduaenaties

2.7.9 annsavinnulaniussuulwin AC 220v, 50Hz

2.7.10gUnsailan3¥useannsgIuan UL, EN way IEC [usgnaties

2.7.1181u150U3139An159UNTal @ne Command Line Interface(CLI) , SNMP,

Syslog way Device Management Tool (GUI %38 Web-based) ¢

2.8 gunsalfumndunsyiied 2

2.8.1 §iwein Gigabit Ethernet S1urulsitiosnin 4 wasn

2.8.2 \Jugunsalfiil Interface Slot agsties 1 Slot

2.8.3 sesfumaidessiessuuiedetny fudumeding (nterface) WU FE, GE, 10GE,
OC3 (POS/ATM), OC12 (POS/ATM), OC48 (POS), channelized STM-1/0C3,
T3/DS0, T1/E1 Iewduseaios

2.8.4 vun Bandwidth Capacity geaalivesndn 20 Gbps wavdl Forwarding rate
gegalaitioandn 17 Mpps

2.8.5 fiszuuinglwdises (Redundant Power Supply)

2.8.6 @w130%11 IPv4 Routing laiA RIP vi/v2, OSPF, BGP, PBR ¢

2.8.7 @wn3avi IPvé Routing lauA RIP, OSPFv3, IS-IS, BGP way PBR 16

2.8.8 @1w150v11 IP Multicast laiwA PIM-SM, mroute (static route), wag MLD 9

2.8.9 @unsnvin Qos ¢

2.8.10@13150%1 Netflow 30 J-flow n3e S-flow titelszuuriiauldesgisd
Usedvdnmgean

2.8.118un50UIMIUaIAN15aUNIaleig CLI, Telnet, SSHv2, uay SNMP 1g1

ﬁaﬁmumuazwauvnmawwu (Terms of Reference :TOR)Iﬂsamilm'nqmm%a‘u"]UﬁamsmiauwmLﬁamsu‘%msuuﬂnﬂsaq

Aoy 3}@7”2\

wiaussuuinwianuvaeasistoyaansaunanans nsunisunases Ysed1l wa. 2561

%/ t\;\oi(\rv*



- 19-
2.8.12 gunsallsFumsiuseunasgumsiumnnasnds UL uay EN I8iusgretios

2.9 gunsaifiuvidumsviiad 3

2.9.1 {iwo3n Gigabit Etheret WUy 10/100/1000 Base-TX (R)45) $1uauly tieania 2
O30

2.9.2 gunsaliuuuy Modular lnedl Slot dmiulddumesina (Interface) laitios
n31 2 Slot

293 fimirwanuduuy DRAM Litondt 1GB uavsesiunisueisgeaasasniy
2GB w3egenin Inlusuian

2.9.4 fimirgauduuy Compact Flash litfaandn 256MB wazsesiunisvene
geansndu 4GB vdegandn Ielusuien

2.9.5 @wnsnvin IPv4, IPve, Static, OSPF, BGP, IS-IS waz PBR leidustetioy

2.9.6 @w130v1 IP Multicast lsiur IGMPV3, PIM SM uay PIM SSM Tdifuetntia

2.9.7 @wnsavin Encapsulation Protocol 161

2.9.8 ses3unisldnussuuinwinnuyasnde 1wy Firewall, IPS, IPSec VPN was
Content Filtering loTusenation

2.9.9 9933UM¥1 Quality of Service (QoS) l¢

2.9.10811130% Net Flow %38 J-Flow %39 IPFIX %38 S-Flow IéiTustneion

2.9.11a@unsomnuiuszuulaii 220 VAC, 50Hz

2.9.12qUnsalldn1s¥usesunsgiuain UL, EN uag IEC iusdhaios

2.9.13871130U3%139AN159UNT8l a8 Command Line Interface(CLI) , SNMP,

Syslog wag Device Management Tool (GUI 58 Web-based) ¢

2.10 gunsalduviduncuiiadi 4
2.10.18wa3n Gigabit Ethernet LUy 10/100/1000 s1uiulsitiesnin 2 wate
2.10.2gunsallduuuy Modular Tnedl Slot dmiuladuimesiva (interface) laitioe
N1 1 Slot
2.10.3imhemuduuy DRAM lsifesndn 512 MB wazsesiumsvensgegasaulsl

Yoenin 2 GB lar
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2.10.4 imireaud Uy Compact Flash litfoandn 256 MB wavsesdunisvens
gegeulaitesndt 2 GB 161

2.10.58lwesm USB ludaundt 2 wase fisesfunmssaiiiv Operating System way
Configuration lugwmuneanuiinieuenls

2.10.6@3150v1IPv4, IPv6, Static route, OSPF, BGP, IS-IS uay PBR laidluatatios

2.10.7@71130%1 Encapsulation Protocol ¢

2.10.8@WuayulnsgU IEEE 802.1ag, IEEE 802.3ah uag IEEE 802.1Q VLAN 'l

2.10.9@7u150%1 Quality of Service (QoS) ¢t

2.10.10 @509 Net Flow 38 J-Flow %138 IPFIX %38 S-Flow leduseaties

2.10.11 @w150uIMsIAN15gUNnIalaIy Command Line Interface, SNMP, Syslog

wae Device Management Tool (GUI #3® Web-based) ¢

2.11 gunsalfuvmiduniesiiaf 5

2.11.1 gunsaifiwedn 10/100Base-T Srualitfosndn 4 wesn lnsyanesnanunsa
N Auto-Crossover (MDI-MDX) 1¢r

2.11.2 fiwesn USB lifosnin 1 wein waz Console Port s1uwiulaifosndn 1 wada

2.11.3 adudayu WAN Protocol Lsiun RIP version 2, OSPF, BGP, Virtual Route
Forwarding Lite, Generic routing encapsulation (GRE), Multipoint GRE
(MGRE), Layer 2 Tunneling Protocol (L2TP) Isluatstion

2.11.4 @wn3avin DHCP Server, DHCP Client, DHCP Relay wav DNS I#iflustnation

2.11.5 @w1509i VLAN 16l '

2.11.6 @330y MAC Filtering, IGMPv3 snooping wae IEEE 802.1X Iifiuesratio

2.11.7 5833UN19%11 Authentication Proxies #1un19 Secure HTTP (HTTPS), FTP
uaz Telnet lgt

2.11.8 @wnsavih QoS e

2.11.9 @u13auInIsInnIskuy Command Line, Telnet, SNMPv3 wag HTTP o

2.12 gunsalfuvidunseiindl 6
2.12.1 fiwesawuy 10/100/1000 Gigabit Ethernet waeil Auto-MDI/X og14tiay 5
Wosn

2.12.2 fiweinsasdugunsal SFP liitesndn 1 wesn

ToriMuALEUBUILAYETU (Terms of Reference :TORNASINISIIMISIAS YWD SANSAUWIA NS USMIsIuUnAs DA
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2.12.3 @wnsavirConfigaunsallaiuuu GUI s MAC, IP uagse9§u Command line
(CLI) 1?1’;\1 Telnet, SSH wazk1u Serial Console way Web Interface

2.12.4 @150 Source Way Destination NAT lgr

2.12.5 fasaunsoilu Firewall wuu Layer 7

2.12.6 @110 Routing IPv4 Tnai5895U RIP v1 uay v2,05PF,BGP uag IPvé lae
5935URIPng, OSPF3 Lay BGP

2.12.7 @wnsavin VPN wuu PPTP,L2TP,IPsec I¢i

2.12.8 @n30¥in VLAN Ausnnsgiukuy IEEE 802.1q 191

2.12.9 @wsavPPPoEIWUY Client wae Server 14

2.12.10@ 11501 Authentication n18luszuu Network Iasauisaidousafiu
Radius Server Haniglunavatsuenldlnaninis Authentication #1un1g
Web Interface wazamnsaunlunia Login 1o

2.12.11@71150%1 Web Proxy MUY Regular HTTP Proxy kaghuu Transparent
proxy

2.12.12 ansasaraiagld Network time protocol (NTP) I

2.12.13 @130 Dynamic DNS &

2.12.14 a1n3091 SNMP iievinswadfnasTdeu Traffic wazanansods SYSLOG
U8 Log Server gt

2.12.15fin3pafielun1snsivaeussuvegiaiessadl Ping, Traceroute, Bandwidth

Test, Packets sniffer

2.13 gunsainszedyniueded 1

2.13.1 fwesn Gigabit Ethernet WUy 10/100/1000 Base-TX (RJ45) S1urulities
N1 6 WosH

2.13.2 fiwasn Gigabit Ethernet WuUU 1000 Base-X SFP §1unauliitdesnin 6 wesn

2.13.3 iwasn Gigabit Ethernet SFP %ilm Single Mode

2.13.4 1 Switching Fabric 138 Switching Capacity sulsitisanin 32 Gbps wag
forwarding rate laitjaanin 26 mpps

2.13.5 fmiwmud1via DRAM wunalidesnin 128 MB wayiiiemigi Flash sg s
32 MB

2.13.6 @31505U3UIU MAC Address laagnatiae 8,000 MAC Address

FoMMMUALATTBUIRYBIIIU (Terms of Reference -TORIASINISIENI1TLAS DU IUEDENTENTAUNALNBNITUSITIUUNATDY
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2.13.7 awnsaniua VLAN laliidesnin 1,000 VLANS

2.13.8 @101IANIIURIUNINTFIY Fanaludile IEEE 8023, IEEE 802.3u, IEEE
802.3z, IEEE 802.3x, IEEE 802.3ad IEEE 802.1D, IEEE 802.1s, IEEE 802.1w,
IEEE 802.1p, IEEE 802.1Q @13130%1 Q-in-Q %38 802.1Q tunneling &

2.13.9 @139 Access Control List 19

2.13.10 @150y QoS laeld CoS uag DSCP Tunsvi Traffic Classification 161

2.13.11 fifladdulunisUeaiunislaufudeyngn Idesrationdsil Port Security,
Broadcast, Multicast way Unicast Storm Control

2.13.12 @159 Network Time Protocol (NTP) let

2.13.13 @150UIM53nN159UNTINIUNNe Command Line Interface (Telnet, SSH)
wag SNMP e

2.13.14 lasun133usewnuunnsgiu FCC, UL way EN Wuetraies

2.13.15 gunsavinaunuszuulnd 220 VAC, 50Hz

2.14 gunsainszaedyausiian 2

2.14.1 flwesn Gigabit Ethernet WUU 10/100/1000Base-T POE+ #30fin31 #dl
Frurunesalitounin 24 wesn uarinesn Combo Aifinesn Gigabit
Ethermet SFP 41unuliitpanin 1 wesn

2.14.2 fwesn Gigabit Ethernet SFP %iin Single Mode

2.14.3 WHugunsalfifdnuusmsihaudu Layer 2 wafnin

2.14.4 i Switching capacity litioani1 70 Gbps waz forwarding rate laitiaanin
40 mpps

2.14.5 3 MAC Address Table lsitlaen3n 16,000 MAC addresses

2.14.6 @ w150v11 VLANs simultaneously lalsitfesnin 4,096 VLANs

2.14.7 @309 Port uag VLAN Mirroring eillusgaiee

2.14.8 @w150vi1 SNMP version 1, 2¢, 3 uag RMON laidusenatios

2149 @1u150UIN15IAN1IA19UNIRiHIUNIY Web Base configuration
(HTTP/HTTPS), CLI, Telnet , SSH sduagnatia

2.14.10 gunsallasunisiusesanmsgiu UL, CE uag FCC {Justatioy

TOMUUALABTOUATBINY (Terms of Reference TORIATINISHENINIIHATDUIUTDATATSAUNARDNITUIMITITUUNATES
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2.15 gunsainszaedynueia 3

2.15.1 flwesn Gigabit Ethernet WUy 10/100/1000Base-T POE+ n3@fndn il
Fruauneinbivoundn 24 wedn wavilwesn Combo fifinesn Gigabit
Ethernet SFP 91uauliitiesnin 1 wese

2.15.2 fiwasn Gigabit Ethernet SFP %fln Single Mode

2.15.3 Wugunsaiiidnuarnsvioudu Layer 2 viofindy

2.15.4 § Switching capacity laioun31 70 Gbps uaz forwarding rate liitfpenin
40 mpps

2.15.5 3 MAC Address Table laiiaanin 16,000 MAC addresses

2.15.6 @131 VLANs simultaneously alsdtiaenidn 4,096 VLANs

2.15.7 @w1s0vi Port uag VLAN Mirroring Ieidiuetneley

2.15.8 @159 SNMP version 1, 2¢, 3 waz RMON laiduegnatiae

2159 @ru1sauinisianisdigunsai1uniy Web Base configuration
(HTTP/HTTPS), CLI, Telnet , SSH lslluntnstion

2.15.10 gunsallafunissusesunmsgiu UL, CE waz FCC 1ustnetioy

2.16 gunsainszaeduyveiiad 4

2.16.1 flwesn Gigabit Ethernet wuu 10/100/1000Base-T POE+ w3ofnin 7l
Jruruneialidosndn 48 wosn Lasiinesn Gigabit Ethernet wuu
1000Base-X (GBIC %39 SFP) 41uiuliitieanin 2 wese

2162 \Jugunsaififidnunznsviieudu Layer 2 videfindn

2.16.3 1 Switching capacity liitfosnan 120 Gbps waz forwarding rate laitfosnan
77 mpps

2.16.4 31 MAC Address Table laitfoanin 16,000 MAC addresses

2.16.5 @159 VLANs simultaneously lalutieanin 4,096 VLANSs

2.16.6 @w13avin Static route (IPv4) laegnsiios 2,000 routes

2.16.7 @3y Port uay VLAN Mirroring latBusenatiey

2.16.8 @1w130911 SNMP version 1, 2¢, 3 uay RMON laifuaeraiiay

2169 @11150U3IN159AN15A29UNTlei1uN1Y Web Base configuration
(HTTP/HTTPS), CLI, Telnet , SSH Iailustnstion

2.16.10 gunsailasunisiuseannsgiu UL, CE way FCC 1Wuptnaiay
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2.17 gunsainszaedyyuiad 5

2.17.1 fiwesn Ethernet ¥iin 10/100Base-T (RJ45) Sruaubitiesnii 24 wedn uay
fiweadm 10/100/1000 Mbps vin (RJ45) Sruruldtesnin 1 wese dwmiu
\WoumoszuuLaY

2.17.2 fime3nsesdu Combo port wdia SFP duiuliitesnia 1 wein \esasiums
Téausemineluga RI-45 w30 SFP A13157 10/100/1000 Mbps

2.17.3 895U 250 VLANS, IEEE 802.1X, ACL, Spanning Tree (STP, RSTP, MSTP),
SNMP v1, 2¢, 3 waranun3nsesiu MAC Address Table 8,000

2.17.4 § CPU Memory vuishiitiosndn 128 MB uag Flash Memory aualitey
N1 16 MB

2.17.5 $laue Switching Fabric #3® Switching Capacity litiagnin 12.8 Gbps uay
§i Forwarding Rate gegaliitioandn 9.52 mpps

2.17.6 efunsfusesmusnnsgiu FCC uaz UL Wueteies

217.7 awnsavinunussuulafin 220 VAC, 50 Hz

2.18 gunsalnszaredyaraniind 6
2.18.1 \dhugunsaififidnuawnsvhoud Layer 2 wFefinin
2.18.2 ilnasm Gigabit Ethernet WUU 10/100/1000Base-T $muuliitosnin 8 wesn
2.18.3 finwesn Gigabit Ethernet WU 10/100/1000Base-T 5045uUn13918lWuy
PoE Frulidtioanin 4 wese

2.18.4 @nun3a9i1 VLAN anaannsgny IEEE 802.1Q 1a

2.19 qﬂnscﬁnszmﬂé@apmwﬁmﬁ 7
2.19.1 f&nwarnsvinaulddesndn Layer 2 289 OSI Model
2192 ilfpadeunasyuuiniaviy (Network Interface) wuu 10/100/1000 Base-T
#3aanI1 shwauliitesnin 48 ¥e3

2193 fdyaalWiansaaurreinsviudesdouneszuuiAIsuIeyNUos
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2.20 gunsainszanedyamuvinlioe viad 1

2201 gunsainszaredygnalians (AP) uuuiindinieluenisindoor Access
Point)

2.20.2 Lﬂuqﬂnminszmaﬁagmmuw Dual Radio (2.4 GHz + 5 GHz)

2.20.3 ses3uanuiilunsideusials 600 Mbps (300 Mbps/Radio 802.11a/b/g/n
AMLAEY 2.4 GHz + 5 GHZ)

2.20.4 awnsanszedyqnauuuliansld 16 SSID Wuegees Wevhausiudy
Wireless controller

2.20.5 1&@191NFABNIIVETE 2 x 2 dBi $BUNANISUY MIMO %38fni

2.20.6 @311503893U Concurrent tnlaitiaandn 128 Clients sio 1 gUnsal

2.20.7 @w15aAIuANATSIEIUdeyaluy Rate Limiting uag Aitime faimess 1
\Yuethates

2208 fdsdalsitfosnin 23 dBm fiAwid 2.4 GHz uag 5 GHz

2.20.9 @1u1505993UN15Y191U5ULUY Standalone AP wag Controller-based AP
1

2.20.10 afuaunsvinauwuy NAT wag DHCP services Tusiagunsalle

2.20.11fiwesn 10/100/1000 Ethernet Viim%’ummgw IEEEB02.3af (PoE) 1ile
FeuserfuiaTete

2.20.12 gUn3niazeseasulunisvin Mesh

2.20.131A5un"135U509011195§7U FCC, CE, EN, WEEE, RoHS, Wi-Fi Alliance 1Ju
9ty

2.20.14 5993UN5VUTIUAY controller

2.20.15 {Jugunsaifiegneldiadesmunenisimseiiivriuiugunsal Wireless LAN

Controller Arueiteussiiniammvitaugegn

2.21 gunsainszanedygauuuliane siied 2
2.21.1 gunsainseedyauliay (AP) wuuRnssnieluernisindoor Access
Point)
2.21.2 \fugunsainszaredyyramuy Dual Radio (2.4 GHz + 5 GHz)
2213 sesfuaruiilunsideuseniuuinsgiu 802.11a/b/g/n

2.21.4 s935ulnuanIsvineuuuy AP, WDS Teidussgnetios

TaMruaLasTaUIIATENIY (Terms of Reference TORIATIN IS NISAS e a0 sansaumeaiian1suimsriulnases
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2.21.5 $935UN15YI1 Multi SSID

2.21.6 @1@IMAATIvEY 2 x 2 dBi saUNAYNaUY MIMO %39fnT1

2.21.7 frdsdaliitionndn 16 dBm Tiaud 2.4 GHz waz 15 dBm Finwd 5 GHz
2218 finedn Avesfunnsgu IEEEB02.3af (PoE) iieideuseruiniete

2.21.9 @W150USHISIANISNIU Web Interface %158 CLI 159 SNMP vl %38 v2c

2.22 § Rack viinfi 1
2.22.1 Hugf Rack Un wun 19 T 6U Taedianunirlsitiosnd 60 wuiiuns Ao
anlsidaundt 40 wufluns
2222 fdpudsuliih $rwauliidesnin 5 des wardendeuderussuulniily
9113

2.22.3 IWeaudmsuseuremnuiou hitesnin 2 ¢

2.23 gUnsal DNS Security wilal 1

2.23.1 gunsaifiiaueiiruanunsalunisianisliuinig DNS/DNSSEC, DHCP, IP
Address Management wazviwthiiiiu NTP server uaz TFTP & FTP 16

2.23.2 gunsalfiauedoignmitnisia Service Mlisnuseszuy inanlssamugdn
(Hardened 0OS) way tUasiunsidnfisssuumig Root Privilege

2.23.3 @nansausmadnnisgunsailuguuuu Graphical User Interface (GUI) b1y
Browsers e

2.23.4 gunsaifiiausiiyaiiensiovila Base-T Etheet 10/100/1000 $1urnlsition
n71 2 ports

2235 gunsaifaueiiyadensedmiuuimsdinnisgunsal (Management
interface) ¥lia Base-T Ethernet 10/100/1000 97u7u 1 port wag Console
port Frunulaitiesnin 1 port

2.23.6 gunsalfiiausanunsnsesiu DNS Query ldlaitfoundn 45000 queries per
second way 5895U DHCP lease per second lalaitioenia 300 lease per
second

2.23.7 QﬂnizﬁﬁLauaﬁmmmmsdumsﬁﬂ High Availability wuu Active-Passive

e
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2.23.8 gunsaliiaueiinruatansalunisvih DHCP Fingerprinting ﬁaﬂmsmzqﬁq
gunsnileiiu OS uag Device Type 16

2.23.9 gunseifiausiinuanunsalunisyin IPv6 DNS (AAAA records) uay DNS64
I

2.23.10gUnsalfilausaninsayiimsuImsdan1sanaudnaauuy Grd Hunis
WWeuslauuu Secure communications LieiiaTuasnssvesdayald de
N9 Activate license

2.23.11 gUnsaifilausanunsayiniaunannInsg i RFC 2845, RFC 1996, RFC 1995
Ieilusehatdes

2.23.12 gunsaifiausldfummsgrunrasndedsieluil FCC, CE, UL uay RoHS,
WEEE Jusgntiey

2.23.13 gUnsalflausanunsarinnisau DNS resource records #lsilaldlaesnluif
19 (DNS scavenging)

2.23.14QﬂﬂﬁzﬁﬁLauaﬁmmmmsnlumi Mapping 5¥13 IP Address fiu Users
UU Microsoft Active Directory g1

2.23.15gunsalfaueannsaumsianisgunsaiveadnanifioriu s 2 gunsel
gl NAUGNAT (single, secure point of access) 16

2.23.16qﬂﬂ3n§ﬁLauaﬁ Redundant Power Supplies waziduluy Hot-swappable

2.23.17qﬂnscﬁ'~7ﬂ|,aua‘saa%’umsﬁ'l Global Server Load Balancing (GSLB) Tuauas
16 fwn1s Activate license

2.23.18 gunsaifliaunsesiun1svia DNS Firewall §aesvgan1sidndls Blacklist
domain wuu Manual Tusgdu DNS 161 (Local RPZ) wawdl Threat
Intelligence Feed laluauian

2.23.19 guUnsnifidussesun1siiosiu DNS data exfiltration over DNS queries
fenTIAsIEidaa DNS queries and responses leluauien

2.23.20 gunsaifiauesesiumsvhauuuutiestunslaviisne DNS dwioluil DNS
reflection/DDoS attacks,DNS amplification, TCP/UDP/ICMP floods,
NXDOMAIN, DNS-based exploits, DNS cache poisoning, Protocol

anomalies, Reconnaissance balusu1ag
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2.24 guduimssusindaya
Ao sAazdadliuinisguduinis Co-Location wdin Full Rack 4ua 1987 42U
Py 1 gansendmngunsaidesiunisynniiules (Web Application Firewall) $1unuegaties 2

[ 4

YAUazrgUNIUNTEBAYYIULUY Ethernet 10/100/1000BaseT vu1m 24 wosn d1uiues1aios 2

LG

0 WazguEUINNT Co-Location ln3iusesunsg i ISO/IEC 27001 w3edinin lnuazdesiwmangiu
msfuseanmsgrusananuuanduiuiituienaisiauesien filgunsaiteatunisyngnduled (web
Application Firewall) avsialinaudnuny et
2.24.19unsnidasAunsyngniiuled (Web Application Firewall) fioaiinaiau
atatlosnionnin seeluil
22411 Wugunsalvimiirilunisdosiudau web Application 58 Web
Service Tagtomzannsafnsslugifugunsalunsgiuune 19 i
1%
2.26.1.2  figeidiousio Network Wy 10/100/1000 Base-T wieininguaulal
woanin 4 Ports
22413 seafumsdaitudeyalaet1eiay 100 Mbps
22414  guUnsaifitiausdesiivuaiuiidaiiudeya(Disk Storage) liitos
111 1 78 Wuedaties
2.24.15 qUﬂsaﬁﬁﬁ’uauaﬁathﬁﬁwum Application licenses ( unlimited
licenses)
224.1.6  @w1I0UINITIANITQUNTAINIUNR Web Base w3a CLI loifiuetna
oy
2.24.1.7  @aw15on3393ungRnssunasleeiu Web Application maqg’{ﬁﬁﬁm
143013 Web Application vuiA3asnesfinnesudtnesineg s
22418 qﬂﬂiﬁﬁﬁﬂLaua%W”lmmmiﬂﬁ’mWuLLUUTransparent Inspection
wagTrue Transparent ProxyllazReverse Proxy wag Offline Sniffing
dwiunsrsaeungfinssuldiduetnsion
2.24.1.9  fanuaiunsalunisvinnunazuntles Web Application fnaqldlag
5895V HTTP wag HTTPS Iedusteties
2.24.1.10  awnsadadaya Log File wuu Syslog Idifustaios

2.24.1.11  awnsadfuiisunan (Sync) fugunsainneuenls
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2.24.1.12

2.24.1.13
2.24.1.14
2.24.1.15
2.24.1.16

2.24.1.17

2.24.1.18
2.24.1.19
2.24.1.20

- 29 -

@1119%1 Authentication Offload wWuU Local , LDAP wag Radius

dustnetios

A10199993UNIVINNTU Hight Availabilitywuu Active / Passive gt

5945UN15%197U wuu SSL offload Tendlusestios

@1475%797U Vulnerability ScannerPCl DSS 6.6

seefumstesiunisgnlauinigiseneg leeeelosdisil

o/

Cross-site Scripting
Cookie Poisoning
Session Hijacking
Command injection
Outbound Data Leakage
Brute Force Login
Access Rate Control
Remote File Inclusion
Search Engine Hacking
Buffer Overflow

SQL injection

aunsavissnunsgnlandlaluguuuu HTML v5e PDF 3 XLS

YIBANIN

AWNI0LFUNINNINIFIU IPVE TR
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